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Summary

Many digital applications have become critical 
infrastructures for business and our everyday 
lives. Dependencies on digital infrastructures 
exist beyond the technology industry, as digital 
tools are also used to provide physical infra-
structures and services in, for example, finance, 
healthcare, transportation, building manage-
ment, energy, or manufacturing. Often, these 
applications are provided by central service 
providers, such as IT companies or network 
operators. Citizens must trust these service pro-
viders to ensure the systems‘ availability and 
integrity and not abuse their market power.

The introduction of Bitcoin and the block-
chain technology behind it in 2009 raised the 
hope of reducing such dependencies—in the 
case of Bitcoin, the dependencies on (central) 
banks. Since then, the technology has been 
continuously developed to exploit the poten-
tial of blockchain in the corporate context. 
Today, it is no longer a technology specifically 
for cryptocurrencies, but a technology that 
offers advantages for digital applications in 
many industries. Yet, many leaders continue 
to find it difficult to assess the short- and long-
term benefits of blockchain technology for 
their organizations. Therefore, the goal of this 
study is to provide a nuanced understanding 
of the potential applications, opportunities, 
and limitations of blockchain technology.

Blockchain can be used for two fundamental-
ly different purposes:

More robust and efficient digital infra
structures: The distributed operation of a dig-
ital application on the systems of multiple 
business partners increases its tamper resist-
ance and availability. Valuable assets can be 
digitally mapped and traded with tokens, and 

business processes can be automated with 
smart contracts. This simplifies cross-organi-
zational collaboration and saves on costs and 
time. Once processes have been digitized in a 
secure manner using blockchains, new busi-
ness areas can open up. For example, block-
chain enables the creation of secure electronic 
identities that allow the secure digital identifi-
cation of people, organizations, and objects. 
This can enable access management in build-
ings without physical keys, tamper-resistant 
authenticity certificates for goods, peer-to-
peer marketplaces, or a robust data infrastruc-
ture for the Internet of Things.

Reduction of dependencies: Distributed 
operations additionally provide the possibility 
of eliminating dependence on central service 
providers. In self-regulating, distributed value 
networks, all members make decisions togeth-
er and control each other without a central 
authority: Internet without Google, ride-shar-
ing without Uber, and payments without 
banks. However, this is not only a technologi-
cal but also a social process in which new 
forms of cooperation must be established and 
conflicts of interest overcome. If this succeeds, 
blockchain technology offers a suitable tech-
nological basis for implementation. 

A literature search revealed more than 50 
applications in 10 industries. In the enterprise 
context, centrally managed applications dom-
inate the market with the goal of increasing 
system integrity, automation, and cost effi-
ciency. Often, the attempt to deploy block-
chain technology is also a driver for 
standardizing existing processes, as this is a 
prerequisite for digitizing them using block-
chain. 
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Key challenges in implementing blockchain 
projects include establishing suitable govern-
ance structures for cross-organizational col-
laboration, eliminating regulatory ambiguities, 
ensuring data quality and security (on block-
chains and in adjacent systems), and fostering 
trust and acceptance in the technology. If 
companies forge new partnerships with com-
petitors and regulators, and collaboratively 
test applications, these challenges can be over-
come. Switzerland is considered an interna-
tional hub for blockchain with forward-looking 
blockchain regulations, leading research hubs, 
and over 1,100 companies developing block-
chain solutions.

Due to the continued substantial progress in 
the digitization of processes, which has been 
further spurred, not least by the COVID-19 
pandemic, it can be assumed that digital appli-
cations will continue to gain importance. The 
properties of blockchain—tamper resistance 
and availability, efficient data exchange, deci-
sion rules that can be fixed in smart contracts, 
and value trading with tokens—offer a suita-
ble technical basis for creating robust and effi-
cient digital infrastructures.
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